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Overcome designh complexities
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The explosion of IP-based applica-
tions and services heralds in a con-
vergence of telecommunications
and IT towards IP architectures.
This simplifies the networking ar-
chitecture but leads to major chal-
lenges. A summary of challenges
includes:
The communications layer for
the next-generation network
will need tremendous perfor-
mance enhancements and
sophistication.
IT systems (such as application
servers and billing systems)
will have to manage multi-10
Gbit/s traffic.
The IP layer to be implement-
ed in each piece of equipment
becomes a critical compo-
nent.
Green computing will be
essential to limit power con-
sumption.

Important  technical design
complexities are inherent in
progressing towards multi-core,
but the advantages are many.
Developing embedded network-
ing software for multi-core can
be perceived as complex because
standard software cannot fully
benefit from multi-core improve-
ments, and requires some long
and costly redesign phases for
each protocol. No matter the
roadblocks, the shift from running
a processor at a higher frequency,
as previously the only solution to
increase processing capabilities,
is well underway. Rightly so, as
multi-core allows several proces-
sors working in parallel to do the
load while keeping power con-
sumption under acceptable limits.

So, it's important to ensure
complete layer 2-4 software
functionalities for multi-core. This
includes:
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Figure 1: IP-based equipment can be partitioned into three basic packet-processing elements: data plane, control

plane and management plane.
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Figure 2: Fast path handles all mechanisms that require per-packet processing.

A new need for embedded
networking  software  spe-
cifically for multi-core that
includes an efficient fast path
architecture to make the best
use of multi-core performance
according to the number of
cores. It can be achieved using
a specific multi-core execution
environment (MCEE), which
provides APIs to implement
lock-free  packet processing
that optimises memory band-
width contention and leads to
unrivalled performance, com-
pared with a standard OS.

A flexible distribution of the
control plane/slow path/fast

path over the cores and a
complete synchronisation be-
tween these three elements
running in separate environ-
ments.

Meeting such key design
considerations will significantly re-
duce design challenges, time and
costs when migrating applications
previously running on single-core
architectures to instead run on top
of multi-core environments.

Parallel processing

Recent technology improvements
brought upon by multi-core CPUs
can achieve the expected level of

performance required to manage
demanding network performanc-
es while keeping power consump-
tion under control. Multicore pro-
cessor technology was introduced
a few years ago. It is based on an
instance of a generic processing
unit (core) that is duplicated to
build a complete chip (multi-core).
These cores are interconnected
through ad hoc communications
hardware, such as message rings
or switching fabrics, to be able
to handle parallel processing and
exchange information between
cores.

Moreover, multi-core imple-
ments built-in specific hardware
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to speed up packet processing

such as network interfaces, cryp-

to-processors, pattern matching
processors or dedicated queues

for efficient QoS management. A

multi-core architecture is by es-

sence scalable as larger configura-
tions can be built by interconnect-
ing several multi-core CPUs.
Multicore offerings are now
maturing and provide different
flavours of products to address the
following market requirements:

+  Highly integrated multi-core
processors  (CPU,  network
interface and built-in accelera-
tors) provide a complete and
integrated networking solu-
tion for packet processing. A
couple of popular vendors
fall into this first category with
mature offerings.

+ Generic multi-core proces-
sors provide a less integrated
networking solution but more
processing capabilities for ap-
plications, and there are ven-
dors that fall into this category.
Generic multi-core processors
can provide an excellent so-
lution to integrate both ap-
plication and middle-range
packet processing capabilities
with optional assistance from
external coprocessors for en-
cryption or pattern matching
analysis.

These two solutions can be
combined to provide the optimal
networking method and the best
migration scenario to minimise
the impact on applications. For
instance, highly integrated multi-
core processors can be used
to provide a high-performance
packet processing front-end, while
generic multi-core processors are
used for application processing.
So, multi-core processors do sig-
nificantly contribute to the tele-
communications/IT convergence
by providing powerful hardware
solutions to process IP packets ef-
ficiently.

Networking equipment

The main concepts of efficient
network equipment architectures
were defined some vyears ago
with the demand for designs of
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Figure 3: It is possible to use the flexibility of multi-core to distribute cores between two environments, one for the
control plane and the slow path and one for the data plane.
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Figure 4: Here is a detailed view on how the fast path running under MCEE can be integrated with the OS and how
information in the fast path, slow path and control plane are synchronised.

high-speed routers to face the
explosion of Internet traffic. Now,
this architecture has been ex-
tended to new services such as .2
protocols, security, mobility and
multi-cast. IP-based equipment
can be partitioned into three basic
packet-processing elements: data
plane, control plane and manage-
ment plane (Figure 1).

The data plane is a sub-system
of a network node that receives
and sends packets from an inter-
face, processes them in some way
required by the applicable proto-
col,and delivers, drops or forwards
them as appropriate. The control
plane maintains information that

can be used to change data used
by the data plane. Maintaining
this information requires handling
complex signalling  protocols.
Implementing these protocols
in the data plane would lead to
poor forwarding performance. A
common way to manage these
protocols is to let the data plane
detect incoming signalling pack-
ets and locally forward them to
the control plane. Control-plane
signalling protocols can update
data-plane information and inject
outgoing signalling packets in the
data plane. This architecture works
because signalling traffic is a very
small part of the global traffic. The

management plane provides an
administrative interface into the
overall system. It contains pro-
cesses that support operational
administration, management or
configuration/provisioning  ac
tions.

For equipment that has to pro-
cess high bandwidth and deeply
inspect the incoming packets, the
data plane and control plane have
to be managed by different pro-
cessors. In such a case, functions
implemented at the data-plane
level are performance-oriented,
algorithms are simple but have to
be efficient.
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The data plane itself can be
subdivided into two parts:

- Fastpath—Ithandlesallmech-
anisms that require per-packet
processing. For instance, it
determines to which port a
packet should be forwarded or
it encrypts/decrypts packets if
IPsec security association is
defined. However, some com-
plex packets are not processed
at this level and are redirected
to the slow path through ex-
ceptions. Figure 2 shows the
fast-path architecture.

- Slow path—The slow path
handles the few packets
that are too complex to be
processed by the fast path.
Generally, the slow path imple-
ments a complete IP stack and
handles most of the excep-
tions of the fast path. The slow
path and control plane can be
co-localised on the same pro-
cessor.

Until now, ASIC and microcod-
ed processors were the best solu-
tions for data plane implementa-
tions. Control-plane processors
can be more generic as they're
used to process complex finite
state machines to implement
signalling protocols. When using
multi-core technology, software
can share all the cores in the so-
called SMP mode. For networking
applications, it requires a TCP/IP
stack efficiently running in the
SMP mode (shown in the left side
of Figure 3).

As shown on the right side
of Figure 3, it is also possible to
use the flexibility of multi-core
to distribute cores between two
environments, one for the control
plane and the slow path and one
for the data plane. Within a single
chip, some cores can be dedicated
toimplement a high-performance
fast path. The fast path runs out-
side the OS, using services of a
low-level executive environment
(MCEE), also called “bare metal.”
This architecture optimises fast-
path performances, as a standard
OS (such as Linux) brings per-
formance bottlenecks when the
number of cores grows. The pro-
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Figure 5:If we use Linux as an example, there are some well known APIs to integrate routing protocols, IKE, security
applications, TolP applications and management tools.

gramming model used in a bare-
metal environment is the “Run to
Completion” model: As soon as
a packet has been allocated to
a core, all the processing on this
packet will be done by this core.
A pipeline model that assumes a
packet may move from one core
to another core, for an elementary
part of the packet processing, is
not ideal for high-performance
packet processing as it would in-
duce some delays on each packet
to wait for an available core. The
slow path and the control plane
can be implemented in a standard
OS environment on the rest of the
cores using the OS in SMP mode.
The distribution of cores between
both environments is done at
boot time.

Software complexity
Processing capabilities, a high lev-
el of integration with lower power
consumption and flexibility are
important advantages provided
by multi-core technology. They are
key features to handle increases in
network bandwidth and to imple-
ment complex packet processing
that provides an expected level of
service.

Nevertheless, to fully benefit
from multi-core technology im-
provements, there are necessary
changes to be made to the em-
bedded software architecture.

This becomes more complex
than with legacy single-core
architectures. The software and
networking complexities expand
as follows:

+ A multi-core-based system is
by essence a multi-processing
system with several processing
units running in parallel.

+ Having different execution
environments to achieve the
highest level of performance
brings complexity.

+ Software functions are distrib-
uted between different envi-
ronments and require efficient
synchronisation mechanisms
without performance penal-
ties between the different
software parts, to provide
complete functionalities.

+ Use of specific multi-core-
based solutions could have a
major impact on applications
as it will require changes in
applications to benefit from
multi-core.  The multi-core
packet processing architecture
has to be designed to ease a
migration path to multi-core
and software reuse.

Packet processing

Software and networking com-
plexities create new needs for
better and easier integration. Thus,
new requirements for multi-core-
based packet processing embed-

ded software become necessary:

Fast-path packet processing
should be specifically de-
signed so that it can take full
advantage of the performance
achievable with  multi-core
Processors.

A comprehensive and easy to
use set of networking features
is required to remove network-
ing integration complexities.
To do so, networking feature
sets must address VLAN, Link
Aggregation, GRE encapsula-
tion, GTP and IP over IP tunnel-
ling, Layer 3 forwarding with
virtual routing management,
routing and virtual routing,
per Packet QoS and Filtering
(ACLs), IPsec, NAT, IKEvl and
IKEV2 for security, multi-cast
and more.

Packet processing must be
fully integrated with the con-
trol plane OS to maximise
software reuse (thus removing
complexities in integrating
applications), simplify integra-
tion and to limit embedded
software multi-core  design
complexities.

Embedded networking and
integration features should be
made to run on market-leading
multi-core platforms including
integrated and generic multi-
core processors with unified
high-level APIs for interfacing
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built-in or external accelerators
such as crypto engines. In this
way, platform flexibility can be
made an option, and seamless
integration, platform to plat-
form is more easily achievable.

+ Embedded software should
provide an open architecture
to ease integration of differ-
entiating and value-added
features.

Fast-path implementation

As mentioned earlier, an efficient
fast-path implementation requires
the redesign of each protocol
using the exception strategy de-
scribed in Figure 2 to provide the
highest level of performance. As it
has to be done on each protocol
to avoid any performance penal-
ties, this requires a significant
amount of work.

An efficient fast-path imple-
mentation also means making the
best use of hardware engines that
can assist software processing,
such as crypto engines for IPsec
or hardware queues for QoS man-
agement. Although a full-IP-based
architecture greatly simplifies the
communication layer, there are
still a large number of protocols
to manage to provide L2 to L4
features. They include: Layer 2:
VLAN, Link Aggregation, Bridging,
PPP, L2TP and so forth; GRE encap-
sulation, GTP and IP over IP tun-
nelling; Layer 3 forwarding with
management of virtual routing
tables; routing and virtual routing;
VRRP; per-packet QoS and filtering
(ACLs); NAT; flow inspection; IPsec,
IKE, and IKEv2 for security; ROHC,
TCP offload; mobile IP; and all fea-
tures for both IPv4 and IPveé.

All these protocols are tightly
coupled. Adding protocols has an
impact on performance as it re-
quires adding tests in the software
code. So, an efficient fast path
implementation needs to provide
mechanisms that make it possible
to use only the required protocols
to maintain maximum efficiency.

OS integration

A fast path-based architecture
needs to split the implementation
of protocols in several parts. As a

4 cetindia.com | EE Times-India

%86

Existing
application

x86
Existing
application

x86
Existing Existing
application

+load balancing

application

%86 multicore

Existing
~ application

Figure 6: Shown are possible migration scenarios without a complete redesign of the application or equipment.

consequence, all these parts need
to be synchronised to have a com-
plete implementation.

Figure 4 provides a detailed
view on how the fast path run-
ning under MCEE can be inte-
grated with the OS and how
information in the fast path, slow
path and control plane are syn-
chronised. Fast-path applications
(in other words, the fast-path part
of each protocol) find required
information (such as ARP tables,
routing tables and security as-
sociations) in a shared memory.
As explained in Figure 2, as soon
as a packet cannot be processed
by the fast path, an exception is
raised to inject the packet at the
right place in the Linux stack. The
slow path is not aware the packet
is coming from a complex fast
path; it is considered as a stan-
dard network interface. In cases
such as an ARP resolution, the
Linux stack manages it by itself. If
it is a control-plane packet like a
routing or an IKE packet, it is for-
warded to the right control-plane
protocol. The issue to be solved
is to make it possible for the con-
trol-plane protocol to update the

shared memory with the follow-

ing constraints:

+ Nochangeinthecontrol-plane
protocol due to the multi-core
architecture;

+ No penalty performance in
the fast path.

For this purpose, a synchroni-
sation software module should be
inserted to listen to updates com-
ing from the control plane using
Netlink messages. Then a transla-
tion can be done to messages to
configure the information for the
fast path in the shared memory
through a fast-path driver. Such
architecture avoids modifying an
existing control-plane protocol. It
means for instance that an exist-
ing routing protocol running on a
standard Linux networking stack
will run on a multi-core-based
architecture seamlessly without
any modification. The update of
the shared memory should rely
on lock-free mechanisms because
it's not possible to interrupt the
fast path. Updates of tables have
to be done with great care so that
it doesn't disturb fast-path packet
processing.

Retrieving  exact  statistics
from the complete system is also
part of the synchronisation be-
tween fast path, slow path and
the control plane. If no specific
mechanism is added to merge
fast path with slow-path statistics,
an SNMP agent, for instance, will
only provide slow-path statistics.
Therefore, an additional module
has to be developed to make
this merge transparent. The same
issue can be highlighted for well-
known debugging tools (such
as tcpdump) that need to work
transparently on a fast-path-based
architecture.

Implementing such mecha-
nisms allows reusing existing
control plane and application
software. They significantly re-
duce development work and
simplify migration to multi-core
architectures.

Portability

As mentioned earlier, different
flavours of multi-core processors
exist, each with different capabili-
ties. To run on these different cat-
egories of multi-core processors,
packet processing software needs
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to be portable, as much as pos-
sible, to different architectures.

Of course, there are limitations
to portability as each multi-core
technology may embed some
specific hardware accelerators.
Hence, standard APIs should be
used whenever possible. For
instance, Open Cryptographic
Framework makes it possible to
interface both synchronous and
asynchronous crypto drivers. APIs
should also be defined to inter-
face hardware queues to provide
QoS services.

Open architecture

Developing complete equipment
relies on the integration of differ-
ent pieces of software. Moving
from a standard architecture to
multi-core-based  architectures
should not hinder integration of
different pieces of software. If we
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use Linux as an example, there are
some well known APIs to integrate
routing protocols, IKE, security ap-
plications, TolP applications and
management tools as shown in
Figure 5.

The fast-path architecture has
to implement specific features
to provide standard Linux APIs
to applications and synchronisa-
tion mechanisms, as described in
Figure 4. By doing so, develop-
ment of applications on top of
a fast-path-based networking is
straightforward.

Smooth migration

According to equipment or appli-

cations requirements, migration

to multi-core can use different

paths:

+ Multicore can be introduced
for a new design.

- The migration of an existing

application to scale to meet an
increase in network traffic has
software reuse as a major re-
quirement. Figure 6 describes
possible migration scenarios
without a complete redesign
of the application or equip-
ment.

Designers can take three typi-
cal migration path scenarios to
scale, for instance, an existing x86
application. In Scenarios 1 and 2,
multi-core packet processing can
provide standard features for front-
end packet processing, such as L2,
IP forwarding, IP packet reassem-
bly and IPsec. All of these features
are normally resource-consuming
on a standard processor but are
not so with multi-core maximis-
ing packet processing. Multicore
packet processing can also load
balance the traffic (Scenario 2)

to have several x86 application
servers running at the same time.
Using multiple packet processing
front ends can extend process-
ing capabilities and provide the
application with high-availability
features. Scenario 3 makes moving
existing applications to x86 multi-
core possible by dedicating some
cores to the applications and the
others to networking functions.

Within the different scenarios,
multi-core can also provide some
specific packet processing to iden-
tify sessions in the traffic (NAT ses-
sions for large scale NATSs, SIP flows
for soft switches, SCTP sessions),
informing  applications  when
specific packets are received and
significantly  offloading  packet
processing from the application.
Combining the first two scenarios
with Scenario 3 also makes sense
for high-end applications.
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